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Biz Kimiz?

« |. Melih TAS
NETAS ARGE / Yazilim Tasarim Muhendisi
ICT & Guvenlik & Adli Bilisim Arastirmacisi
Email: meliht@netas.com.ir

* G. Eren AKCA
NETAS ARGE / Yazilim Tasarim Muhendisi
ICT Arastirmacisi
Email: eakca@netas.com.ir

- NETAS
* 44 yildir bilgi ve iletigim teknolojileri geligtiriyor.
* Yeni nesil teknolojiler (VoIP, SIP, IMS, NGN, IPTV,...)
* Yakinsama (sabit, mobil / veri, ses, goruntu)
» Turkiye'de yazilim ihracat lideri.
* Probil'i satin aldi.


mailto:meliht@netas.com.tr
mailto:eakca@netas.com.tr
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VoIP’in Kisa Tarihi

Ik IP telephony servisi 1995’te Vocaltec tarafindan verilmistir.
+ |lk PC’'den telefona arama 1998’de gerceklestiriimistir.
» Cisco, Nortel ve Lucent ilk VolP switch’leri gelistirmiglerdir.

« 2000 yilinda toplam ses trafiginin %3’u VolP trafigidir.

« Bugun toplam ses trafiginin %30’'unun VolP oldugu duasunultyor.
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VoIP’in Tanimi

- Paket anahtarlamali IP agi Uzerinden ses gorusmelerinin taginmasidir.

* Analog isaretler sayisal isaretlere donutsturulup sikistirilir, paketler bolunerek IP
agi uzerinden aliciya gonderilir ve alicida tekrar analog isaretlere donusturalur.

* Tek bir IP agi uzerinden veri, ses ve video iletimi saglanir.




VolIP Hacking’in Kisa Tarihi

»  Gecmiste de telefon sistemleri hacker’larin hedefi olmustur.

» Telefon hackleme = “Phreaking”

* Yaygin olarak 1970 — 1980’lerde basliyor.

« Altkultur illegal yollardan telefon network’lerini kontrol etmeyi basarmis.

« Baazilari phreaking’i sadece hobi olarak gormus, gergekten zarar vermek degil.

» Digerleri illegal yollardan uzak mesafe servislere erismis ve toll charge’lari bypass
etmisler.

« Baazilari da sinsi igler ¢evirmis. (Call diverting, rerouting, eavesdropping gibi)

*  PSTN network’undeki zaafiyetler VolP network’ande de var.

- _..|II-H-
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VolP’in Populer Olmasinin Sebebleri

- Dusuk Maliyet

* Donanim ve operasyon giderlerinin azalmasi

*  Toplam sahip olma maliyetinin azalmasi
 Tiimlesik iletisim (Unified Communication)

» Bilgisayar sistemleri ile yakinsama

* Yeni servislerin ve uygulamalarin eklenme kolayligi

* Yeni katma degerli cozumler (IPTV, video konferans, IMS, presence...)

Ek Bilgi:

* Orta Olcekli ve buyuk olgekli igletmelerin %50si, VolP’in bazi formlarini benimsiyor. Blyuk isletmelerin
diger yarisi ise, 5'ten fazla lokasyonda VolP ¢ozumlerini kullaniyorlar.

* Bugun yeni kurulan telefon sistemlerinin %80’i VolP sistemidir.

Ortalama olarak her 7 yilda bir sirketler telefon sistemlerini degistirme geregi duyarlar.
2 - ’ w
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VoIP Protokolleri

- Sinyallesme Protokolleri:

- SIP, H.323, MGCP, H.248, SCCP (Cisco)

- Media iletim Protokolleri:

« RTP, RTCP, SRTP (AES)
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VoIP Guvenlik Saldirilarinin Etkileri

Residental (Skype, MSN, Yahoo Messenger, Google Talk...)
« Telekulak ile kimlik hirsizhgi, scam,...
« Kritik servislere erisimi engelleme

Enterprise (Finans kurumlari, Bankalar, Kamu kuruluslari, isletmeler...)

« Kisa veya uzun sureli outage saldirilari (call center shutdown, musteri servis kalitesinin
dismesi, SLA’ler)

« Telekulak ile sirket gizli bilgilerinin sizdiriimasi, gelir kaybi riski

Business (Servis saglayicilar, Technology saglayicilar, Trafik tagimaciligu,...)
*  Worm, virus saldirilari vb ile servis bozma ve SLA'lere etkisi

« Kiritik servis saglayan SP’ler icin yikici duzeydeki riskler

- Itibar kaybi, gelir kaybi riski

Government
* Araya girme yada sahte tavir ile Ulke guvenligi ile ilgili gizli bilgilerin sizdiriimasi,
* Vatandaslik gizli bilgileri gibi hassas bilgilere erigim.

NOT: Email ile gonderirken sifreleme geregi duydugunuz birgok onemli bilgi telefon
gorugmelerinde guvensiz. (kredi karti bilgileri, network altyapisi, sirket gizli bilgileri,...)

M
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Saldiri Kategorileri

Servis Bozma (DoS/DDoS)

« Telefonlar, proxy’ler ve router’lar hedef olabilir.

«  SIP/IMGCP/H.323/RTP protokolleri kullanilabilir.

« Edge-cihazlari etkiler, sinyallesme elementlerini overlaod eder ve band genisligini tuketir.

Yetkisiz Erisim

* Abone cihazlari, voice mail, email, DNS, DHCP server’lar gibi network elementleri
« Servisler (SSH, HTTP,...)

* Uygulamalar (SQL injection, CSS-CSRF,...)

* YOnetim sistemleri, Provisioning sistemleri, Ucretlendirme sistemleri

Telekulak (Eavesdropping), Trafik Analizi ve Cagri Kaydetme
« Sinyallesme/media manipulasyonu, sahte tavir, registration ¢alma, kimlik hirsizhgi, IPTV
icerik hirsizhigi/degistirme

Fraud

* Sinyallesme mesajlari ve/veya ¢agri akigi manipule edilebilir.
« Call injection ile faturalara etki, sirket itibarini etkileyici aktiviteler (caller ID spoofing).

SPIT

“
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VoIP Guvenliginin Farkli Olmasinin Nedenleri (1/4)

* VolIP guvenligi gereksinimleri, data network’tekilere benzer iken, VoIP igin bazi
spesifik konular da vardir.




VoIP Guvenliginin Farkli Olmasinin Nedenleri (2/4)

* VolP’in Gergek-Zamanli Dogasi:
* VoIP gercek-zamanl bir servistir (es-zamanl ve time-Kkritik).
* Herhangi bir bilgi kaybi recover edilemez, tekrarlanamaz.
* Yuksek erigilebilirlik icin otomatiklestiriimis ve gergek-zamanli cevap gerektirir.

« Data dunyasindaki outage durumlari, VolP s6z konusu oldugunda kabul edilemez.

* Yeni Donanim ve Bilesenler:
* Genis bir alanda bilegen ve uygulamalari kapsar.

* VoIP trafigi paketlenmis ses formunda tasindigi icin telekulak (eavesdropping), media
manipulasyonu ve kimlik hirsizligi gibi zararli aktiviteler igin potansiyel riskler vardir.

- _..|II-H-



VoIP Guvenliginin Farkli Olmasinin Nedenleri (3/4)

* Yeni Tip Tehditler ve Yeni Teknolojiler:
« Toll Fraud, SPIT, servis hirsizhgi, kimlik hirsizhgi gibi yeni tip tehditler var.
*  VoWi-Fi, IMS, IPTV, konferans gibi teknolojiler ile yeni tip guvenlik sikintilari.

+ Gecikme , Paket Kaybi ve Jitter
* QoS parametrelerine yluksek duyarlihgi vardir.
« Mevcut firewall ve NAT lar cagri kurulumlarini geciktirir yada bloke eder.
« Sifreleme makinalari ek olarak jitter yapar.

« IPS/IDS cihazlari inspected paketler icin ek olarak gecikmeye sebeb olur.



VoIP Guvenliginin Farkli Olmasinin Nedenleri (3/4)

- Gateway'’ler:

Tasiyici IP network’leri ve TDM network’leri arasindaki internetworking icin Media
Gateway’ler gereklidir.

* Network’ler arasi guvenlik saldirilari (kritik PSTN network’lerinin gtvenligi)

*  VolP ve SS7 etkilesiminden dogacak yeni saldiri vektorleri
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VoIP Guvenligi Efsaneleri (1/8)

* VolIP guvenlik intiyaglari genis bir cevrede anlasiimis iken henuz erken
safhalarda.

* VolIP guvenligi hala VolP ve UC uygulamalarinin bir bilegeni degil.

* VolP guvenligini gelistirmeyen bircok asilsiz bilgi dolasiyor.
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VoIP Guvenligi Efsaneleri (2/8)

1- PBX’im direk olarak PSTN network’e bagl ve SIP/H.323 trunk kullanmiyorum.

Higbir trunk’inin olmamasi VolP’in guvenli oldugu anlamina gelmez.

VolP’in gcok katmanli ve karmasik bir yapisi vardir.

« IP trunk’lara nazaran PBX zaafiyetlerini exploit etmek i¢in gok daha ilgi ¢cekici vektor vardir.
- Saldirilar nerelere yapilabilir?

- Saldirilar nerelerden gelebilir?

« Sadece IPS/Firewall ile VolP guvenligi saglamak gecerli bir cozum degildir.

Sonug: VolP eninde sonunda PSTN'in yerini alacaktir. Simdiden hazir olun.



VoIP Guvenligi Efsaneleri (3/8)
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VoIP Guvenligi Efsaneleri (4/8)

2- VolP’imiz VLAN altyapisi kullanilarak implemente edildi ve data
network’umuzden tamamen izole edildi.

* VolIP deployment’daki VLAN rollerini hackleyebilecek hazir araclar var.
« Softphone’larin gelmesi izolasyonu kirdi.
« Softphone’lar artik tamamen hardphone’larin yerini alacaktir.

*  RTP’nin bypass edilmesi ve P2P mode calisan endpoint’ler

Sonug: VLAN, VolP’inizi guvenli yapacak harika bir ¢cozuUm degildir.

M



VoIP Guvenligi Efsaneleri (5/8)

3- Data network’um uzerinde gug¢lu bir altyapim var ve VolP onun bir parcasi.

* VoIP sadece baska bir data uygulamasi degildir.

« Sinyallesme protokollerinin kendilerine 6zgu karakteristikleri vardir.

« Mevcut data guvenlik cozumleri VoIP spesifik zaafiyetler icin dizayn edilmemigtir.
*  RTP’nin bypass edilmesi ve RTP karakteristigi

* QoS etkilerini minimize etmek gerekir.

«  SPIT vs SPAM — SPIT ¢o6zulmesi ¢ok zor bir problemdir.

« Guvenlik policy ve prosedurleri VolP ve UC'’yi kapsiyor mu?

* IT Guvenlikgiler vs Telekomcular

« Kullanici egitimleri

Sonug: VolP, email ve web glvenligi




VoIP Guvenligi Efsaneleri (6/8)

4- VolP firewall ve SBC yukledim.

 Birbirine benzer fonksiyonlari olan cihazlardir. Genellikle VolP firewall kurumsal yapida,
SBC ise VolP servis saglayicilarin network’larinda konumlandiriimistir.

«  SBC, SIP trafigi yonetir, firewall ve NAT donusumu saglar. Normal firewall’lar bu bilgileri
goremezler.

- SBC'ye glivenlik sonradan eklenmistir. imza tabanli motorlari yoktur.

- Pahali SBC’lerde anormallik tespiti vardir.

Sonug ve Oneriler:
« Cok katmanl guvenlik mimarisi igin ek guvenlik uygulama/cihazlar lazim.

* Risk yonetimi yaklagimi ile VolP VA ve uyumluluk degerlendirme araglari gereklidir.

+ Guvenlik politika ve prosedurleri VolP'i kapsamalidir. - H I-
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VoIP Guvenligi Efsaneleri (7/8)

5- X vendor’undan aldigim uygulamalar ve tescilli protokolleri kullanarak VolP
altyapimi deploy ettim. VolP’imin tamamen glivenli oldugunu soylediler.

*VolP vendor’lari ile ilgili bilinen yuzlerce zaafiyetler var.
*Vendor'lar satis sonlana kadar guvenlikten hic bahsetmezler.

*Data network’indeki zaafiyetler, VolP yapinizda exploit edilebilir yada tam tersi.

Sonug ve Oneriler:

* Risk analizi prosesi ile baslayin. Asset’lerinizi ¢ikarin.

* Risk alanlarini belirleyin ve minimize etme yollarini ¢ikarin.

« Lab ortaminda VoIP VA gercgeklestirin. Kurulum sonrasinda periyodik VolP VA planlayin.

« Sonuglar igin uygun aksiyonlari alin.

VolP’i taniyan ve ¢ok katmanl guvenlik
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VoIP Guvenligi Efsaneleri (8/8)

Symantec Connect : (i

A technical community for Symantec customers, ené-users. developers, and partners

wulnerabilities

Vendor: _'Asteri'sk
Title: | Select Title [v]
Version: "Seleﬂct Wersion \_;J

Page 22

» About » Contact

» About » Contact

Search by CVE
CVE:

Asterisk SIP 'automon’ NULL Pointer Dereference Denial Of Service Yulneral

2011-12-08
http: ffwww . securityfocus.com/bid/S0989

Asterisk SIP Endpoints NAT Settings User Enumeration Weakness
2011-12-08
http: /fwww.securityfocus.com/bid/S0990

Asterisk Uninitalized variable SIP Channel Driver Denial of Service Yulnerat ©

2011-11-15

http: /fwww.securityfocus.com/bid/S0177

Asterisk Manager Interface Remote Denial of Service Yulnerability
2011-10-24
http: /fwww.securityfocus.com/bid/46897

Asterisk SIP Authentication Request User Enumeration Weakness
2011-10-24
http: ffwww . securityfocus.com/bid /48485

Asterisk Multiple Remote Denial of Service Yulnerabilities
2011-10-24
http: /fwww.securityfocus.com/bid/48431

Asterisk UPDTL Packets Buffer Overflow Yulnerabilities
2011-10-24
http: /fwww.securityfocus.com/bid/46474

Asterisk Manager Interface Arbitrary Command Execution Security Bypass

2011-10-24
http: ffwww . securityfocus.com/bid/47537

Asterisk TCP/TLS Server NULL Pointer Dereference Denial Of Service Yulner
2111-10-24

Symantec Connect LY, i
A technical community for Symantec customers, emfmsers, developers, and.partners.

(Page 10f 2) 12 Mextz

Yulnerabilities

vendor: [Cisco Il
Title: | Call Manager [v]
Version: | Select Version @

CVE:

OpenSSL PKCS Padding RSA Signature Forgery Yulnerability
011-05-09

http: /fwww . securityfocus.com/bid/ 19849

OpenSSL SSLv2 Null Pointer Dereference Client Denial of Service Yulnerability
2011-05-09
http: /fwww.securityfocus.com/bid/20246

OpenSSL ASN.1 Structures Denial of Service Yulnerability
2011-05-09
http: ffwww . securityfocus.com/bid/20248

OpenSSL Public Key Processing Denial of Service Yulnerability
2011-05-09
http: ffwww . securityfocus.com/bid/20247

2011-

http ;‘/www securityfocus.com/bid/20249

OpenSSL SSL_Get_ Shared_Ciphers Buffer Overflow Yulnerability
J

MS Index Server and Indexing Service ISAPI Extension Buffer Overflow Yulnerability
2009-11-26
http: /fwww.securityfocus.com/bid/2880

C' Volce Product IBM Director Agent Port Scan Denial Of Service Yulnerability %

http ;’,-’www securityfocus.com/bid/9469

Cisco Yoice Product IBM Director Agent Unauthorized Remote Administrative Access Yulnerability
07-19
http: /,fwww securityfocus.com/bid/9468

Microsoft Windows Workstation Service Remote Buffer Overflow Yulnerability
19
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VoIP ve IT Audit (1/3)

Denetciler degerlendirmek i¢in yeni elementler eklemeye baglamiglardir:

*  VoIP deployment’in dogasi
« Cagri cevaplama Unitesinin nasil oldugu — finansal kurumlarin telefon bankaciligi sistemi

* VolIP operasyon ve konfigurasyon degisikliklerini yonetmek igin policy ve prosedurlerin olup
olmadigi

« Voice-Data network topolojisinde exploit edilebilecek gap’ler olup olmadigi



VoIP ve IT Audit (2/3)

VolIP glivenlik riskini minimize etmek ve compliance gereksinimlerinizi
hazirlamak igin:

* VolP mimariyi givenlik bakis agisiyla gdozden gegirin.
* VolIP spesifik VA ve pen-test yapin. Raporlanan zafiyetleri tedavi edin.

* VolP i¢in regulasyon gereksinimlerinizi tespit edip inceleyin. VolP guvenligini audit ve
compliance raporlamasina dahil edin.

« VolP tehdit farkindaligi igin ¢aliganlarin egitimlerini yaratun, gtvenlik takiminiza VolP
uzmanligini kazandirin.

« Gorevler arasi toplantilar duzenleyin. (network, telekom, guvenlik ve audit departmanlari
dahil olsun ve ortaklasa VolP guvenlik korumasi ve mitigation stratejileri planlayin.)
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VoIP ve IT Audit (3/3)

« Finansal kurumlar ve organizasyonlar, VolP teknolojisi hizla yayildigi ve ihlallerin
de hizla ¢cogalmasi ile ugtan uca network guvenlik stratejilerinin bir parcasi olarak
VolP’i dikkate almalidirlar.




Yeni Nesil VolIP Guvenlik Cihazlari (1/2)

* VoIP VA & PenTest Tool: Zaafiyet analizi ve penetrasyon test araci. VolP
network’undeki tum cihazlari tarar ve potansiyel guvenlik tehlikelerini tanimlar.
VolP network’inun sagligini gosteren birden fazla rapor ve grafik uretir.

* VoIP NAC: Network Access Control uygulamasi. Yetkilendirme yapar, VolP
network’'une baglanmaya calisan her cihazi zafiyetler icin inceler.

* VolIP IPS: Intrusion Prevention System’idir. PBX'e gelen ve PBX'den ¢ikan tim
trafigi inceler ve zararl aktiviteleri durdurur.

* Anti-SPIT: Anti-SPIT (Spam over Internet Telephony) uygulamasi. SPIT sesli
mesajlari tanir ve siler.

« Merkezi Yonetim: Enterprise network’undeki tum VolP uygulamalarinin
yonetildigi ve konfigure edildigi yonetim konsoludur.
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Yeni Nesil VolIP Guvenlik Cihazlari (2/2)

ANTI SPIT VOIP IPS PSTN
(Public Switched Telephone Network)

o,
v [Merkezi
5 Yonetim
VolP VA &
VoIP NAC PenTest Tool

Wireless Softphone
Softphone

-Yeni nesil VoIP Urunleri ile birlikte enterprise network semasi-
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Yasanmis VolIP Fraud Olaylari

* 11 milyon Euro zarara ugratan VolP Fraud Cetesi Romanya’da yakalandi.
Softpedia News — Aralik 2010

« 10 milyon dakika hijack edildi. (Amerika)
The Register — Sep 2010

« Hacker'larin %98'’i ayni zamanda phreaking yaparak is dunyasini etkiliyorlar.
Telecommunications UK Fraud Forum - Subat 2010

Benim basima gelmez demeyin!
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Yasanmis VolP Outage Olaylari

* Ooma (Agustos 2011): US-based VolP service provider Ooma, datacenter’larinda
DDoS’tan dolay! 3 saat boyunca outage yasadi. Tum inbound ve outbound
cagrilar etkilendi. Hem telefon network’u hem de sirket sitesi hacklendi.

Daha 6nce 2010, 2009 (6 saat) yilinda da network outage yasamislar.

« AT&T (Mayis 2010): U-verse VolP servisinde major outage yasandi. 5 saat
boyunca 1 milyondan fazla kullanici etkilendi. Servis guvenilirligi etkilendi. Outage
nedeni ile ilgili aciklama yapilmadi.

«  Skype (Haziran 2011): 170 milyon kullanicisi etkilendi. Konfigurasyon problemi
oldugu aciklandi.

1 hafta oncesinde Rus hacker Skype protokol kodlarini internette paylasmisti.
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NETAS

mnovateandchange

2. Kisim

« En Bilinen VolP Zaafiyetleri
- Saldirt Ornekleri

« Bir Saldirinin Anatomisi

*  VoIP Gulvenlik Araclari

- Ek Bilgiler
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En Bilinen VolP Zaafiyetleri

Yetersiz data verifikasyonu

Execution aciklari

String/array/pointer manipulasyon aciklari
Dusuk kaynaklar (islemci, memory)
Dusuk band genigligi

Dosya/kaynak manipulasyon aciklari
Sifre yonetimi

Izinler ve dncelikler

. Krypto

10. Yetkilendirme ve sertifika hatalari
11.Hata kontrolu

12.Homojen network

13. Fallback sistem eksikligi

14.Fiziksel baglanti kalitesi ve paket ¢cakismasi

“
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Saldiri Ornekleri

« Caller-ID Spoofing

* Presence Hijacking

- Eavesdropping (Telekulak)
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Sivus ile Spoofing Caller-ID

* FROM header bilgisini manipule et

« Telefonlara INVITE gonder
.5 SiVus 2 VoIP Vulnerability Scanner v1.09-beta

3 | 5P | mace | H.323 | RTP | About |

| SIP Component Discavery | SIP Scanner] Utilities [ SIP Help |

Message Generator | Authentication Analysis |

Conversation Log

IMVITE sip:alice@127.0.0.1 SIPf2.0
Via: SIPf2.0/TCP 127.0.0.1;branch=LhmLoMKUKHHSk4
From: Customer Support
<sipiroot@127.0.0.1>;tag=YuQSfrabCD

To: alice <sip:root@127.0.0.1>

Call-ID: TXd2Th48AxAd@127.0.0.1

CSeq: 123456 INVITE

Contact: <sip:root@127.0.0.1>

ards: 70
100 Trying

ent: SIYUS Scanner
Type: application/sdp
Ignore
2.0{TCP 127.0.0.1;branch=LhmLoMKUkHHSk4
Content-Length: 0

Sivus Test
Call-1D: TXd2Tb48AxAd@127.0.0.1
CSeq: 123456 INVITE
From: Customer
Support <sip:root@127.0.0.1 >;kag=YuQSfrabCD
Server: SJphonef1.60,28%a (5] Labs)
To: "unknown"<sip:root@127,0.0.1 >;tag=540497122928

SIP Message

Method Transport  Called User DomainfHost Port
[InvITE V[T vl alice @ 127.0.0.1 |/ 5060 |

Siphone ——

SJphone - Incoming Call

LhmLoNKUKHHSKe |
Incoming call fromf'Customer Support”

Using SIP protocol

LS

o, [YuQsirabCD |

"

i

124

Source Port Packets to Send Message Generation Progress

[0 ] [+ ]

Randomize Source Port
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Saldirilar — Presence Hijacking

* Presence Hijacking/SIP kullanarak masquerading (sahte tavir) saldiri

 REGISTER request’i spoof etmek

 REGISTER request “Contact:” header’inda SIP cihazinin adresi belirtilir.
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Sivus ile Presence Hijacking — Reqular Register Request

Frame 1 (611 bytes on wire, 611 bytes caplured)
Ethernet |l, Src: 00:12:17:e5:7€:00, Dst: 00:05:00:€5:6b:00

Internet Protocol, Src Addr; 192.168.1.5 (192.168.1.5), Dst Addr: 192.168.1.2 (192.168.1.2)

User Datagram Protocol, Sr¢ Port: 5061 (5061), Dst Port; 5061 (5061) Request to REGISTER and
announce contact address for
Session Initiation Protocol the user. In the REGISTER
Request-Line: REGISTER sip:atlasd.voipprovider.net:5061 : request the From and To

Method: REGISTER
Resent Packet: False
Message Header
Via: SIP/2.0/UDP 192.168.1.5: ‘branch=2%9h
From: 201-853-0102 <sip:12018530102@at
SIP Display info: 201-853-0102
SIP from address: sip:120185301

headers must use the same user
information.

bK-49897ede
~voipprovider.net:5061>;tag=802030536f050¢5600

(@atlas4 voipprovider.net:5061

SIP tag: 802030536f050¢5600 Indicates that the registration
To: 201-853-010? <sip:12018530102@atlas4 voipprovider.net:5061> will expire ol seconde.

SIP Display info: 201-853-0102 Another REGISTER

SIP to address: sip:12018530102@atlas4.voipprovider.net:5061 Request Shbdld e seut o
Call-ID; ed4bb5007-b7335032@192.168.1.5 fresh the user's ;
CSeq: 3 REGISTER strati

on.

Max-Forwards: 70 registrat

Contact: 201-853-0102 <sip:12018530102@192.168.10.5:506 1> expires=60
Usersgent: 001217E57E31 Linksys/RT31P2-2.0.13(LIVd)

Content\_ength: 0

Allow: ACK BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER
Supported: x>gipura

\ The Contact header contains
a SIP or SIPS URI that
represents a direct route to
the device, usually
composed of a username at
a fully qualified domain
name (FQDN).
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Bir Saldirinin Yapisi

SIP Registrar

SIP R Istrar bob@somewhere.com

192.168.1.5

Proxy Server Proxy Server

alice@fromsipland.com
192.168.10.5 (o) . @ ‘ @

A 4

»

INVITE sip:bob@somewhere.com SIP/2.0 INVITE INVITE

sip:bob@somewhere.com | Sip:bob@192.168.1.5
Contact: bob<sip:bob@192.168.1.3:5061>;

200 OK @ 200 OK ‘_—07200 K : f
1 : Q
K sip:bob@somewhere.com
0 — DoS Attack

1 — User Registration

2 — Caller - Session Initiation Request
3 — Proxy - Domain look up and routing
4 — Proxy - user lookup (SIP Proxy
retrieves the attacker's IP address)

5 — Proxy - Proxy contacts user

6 — Calee answers

7 — Proxy forwards caller response — The
connection has been established and
media is routed between the two phones.

>
>

v
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Manipule edilmis REGISTER request ozellikleri

IP address of the VolP
device on which a
POTS phone is attached

REGISTER sip:216.1.2.5 SIP/2
Via: SIP/2.0/UDP 192.168.1.6;branch=xajB6FLTEHIcd0
From: 732-835-0102 <sip:12125550102@voip-service-

provider.net: 5061=tag=5e374a8bad1f/cax1 IP address that
To: 732-835-0102 <sip:12125550102@voip-service-provider.net:5061= calls will be
Call-ID: QTEvOGHdOHYc@192.168.1.2 routed to (attacker)
CSeq: 123456 REGISTER /

Contact: 2125550102 <sip:12125550102@192.168.1.3:5061>;
Digest username="12125550102", realm="216.1.2.5" nonce="716917624",
un="sip:voip-service-provider.net:5061" algorthm=MD%5,

response="43e001d2ef807f1e2c96e78adfd50bf7" +  Authentication MD5
Max_forwards: 70 digest can be
User Agent: 001217E57E31 VolP-Router/RT31P2-2.0.13(LIVd) intercepted

Content-Type: application/sdp
Subject: SiVu$ Test and used to replay

Expires: 7200 messages
Content-Length: 0
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Sivus ile Presence Hijacking — The register message

& 5i¥uS - The YolP ¥ulnerability Scanner v1.09-beta

P | moce | Haza | rre | sbout]
SIP Component Discovery l SIP Scanner  Utilties l SIP Help l
Meszage Generator ] Authertication Analysis ]

—Conversation Log

~SIF Massage
] REGISTER sip192.168.1 2 SIP2.0

Method Transport  Called User  Domain/Host Port Vis: SIP/2.00UDP 192 168 1 5 branchezohG4AbK-40097 c4e
[REZISTER -l JuoP =l:falice et |tias [ voipprovider net [sos1 From: 201 8530102

Wigr |SIPI2.DJ'LIDP 19216815 B |thG4bK-4989?e4e =sifrootE@1 92 168 1 .5=tag=502030536f030c5600

Tor 2018530102 <siproot@1 92 1651 5=
To: [2018530102 <sibrrooté@! 92.168.1 5= CalliD: pChYoBKYBHY 1921581 5
Fram: (2015530102 <siperoot@@l 92,1651 5= 5 tag= |I536M0S0c5600 | | | CSeq 123456 REGISTER

Contact: 20185301 02=2ip: 20155301 02&@192.1658.1 3=

Althentication: |‘136="436EID1 d2et307 1 e2c98e? SadfdI0biT"
"2018330102" realm="192 165 1 0" nonce="716917624" uri="sip

Call-IDx |p@b\(d9|»(\(5kt\.f@1 9216815 cgtlazd . voipprovider net:5061" algorithm=mD3S responze="43e00
Cseq; [123458 REGISTER 1026fE07H e2c96e T BadidS0b i7"
Cortact: 20185301 02=si 201 S5301 02@1 92168 1 3= Mhax_forweards: 70

[ User Agent. 001 217ESTES LinksyaRTHP2-2.013(LNd)

EEEEHREE Contert-Type: applicationszdp

Subject ISivUS Test Subject: SiVUS Test

Content-type:  |anplication s Expires: 7200

User Agent:  [30121TESTE3 LinksysRT31P2-2.0.1 3(LIVe) Gontertt-Length: 0

Expires: 7200 Max-Forweards: |70 SIP2.0 200 Ok

Evert Wis! SIPi2 0AUDP 192 168 1 5branch=z3hc4ak-43897 ede

| From: 2018530102
=sip: 201 85301 02@atlazd voipprovider net:5061 = tag=8020305
Contert Length: [0 36105005600
Ta: 20185301 02=sip:
201 85301 D2@atlasd woippravider net: 5061 =

Refer-To:

[ Use 2DP7 CalliD: pobydOKYERY@192.168.1 5
CSery 123456 REGISTER
SDP message Cortact, 20185301 02<zip:
w=0 i‘ 20155301 021 92 168 1.3:5061 = expires=20
o=Lizer 29739 7272939 IN IP4 192 1681 2 Cortert-Length: 0

-l

Source Port Packets to Send Meszage Generstion Progress
Start | [ 1
[V Randaorize Source Port

| aenerates single SIP messages Using various parameters ] '
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Saldirilar — Eavesdropping (Telekulak)

* Wireshark ile gorugsmeyi decode etmek
SIP Registrar

bob@somewhere.com

l
90 192.168.1.5
1 \ ~
Proxy Server Proxy Server -
abce@fromsipland.com —
192.168.10.5 (2) (3) r 5 )
N2 - |’ \
INVITE sip:bobisomewhere.com SIP/2.0 INVITE 'W”E — E."
sip:bob@somewhere.com | 9 bob@192.168.1.5 INVITE
T Contact bob<sip bob@192.163 5 3:3061>; gjy bob@192.168 1.5
- v/ ) - —
2000 | 8 ) 200 OK = 2’c'(mkl 7 ) - ~
( B (1) = ey
10 | =2 > A
-&CKsobob@sormwhmmm (12)
ACK sipbob@192.168.15
RTP y "
RTP
1 - User Regsstration
2 - Caller - Session Initiation request
3 - Proxy - Domain look up and routing
4 - Proxy - user lookup (SIP Proxy
retneves the attacker's IP address
5 - Proxy contacts attacker .
6 - Attacker inftiates a second call to the victim
7 - Attacker answers
8 - Proxy forwards 200 OK
9 - Victim answers call of the attacker

10 Proxy forward caller response

- Attacker recemes ACK from Caller, connection and
med-a is established for first call
12 - Connection between attacker and victim is
established Attacker can now redirect RTP packets
between each call and capture them for

aavasdropping purposes




Wireshark ile Eavesdropping (1/4)

7 (Untitled) - Wireshark ]

View Go Capture Analyze

File Edit

Help

B oW e (DI

‘

Protocol Hierarchy

«e» o272 EE aqn @ns x

Filter: I Conwversations ¥ Expression... Clear Apply
& Endpoints ! =
MNo. - Time Source 10 Graphs Protocal  Info 5
674 22.625301  69.59.249 7 : RTP  Payload type=ITU-T G.711 PCMU, SSRC=3572040711, Seq=5805, Time=426119051
675 22.637546 192.168.1|  Conversation List k RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5446, Time=1803320
676 22.646811 69.59.249 Endpoint List L RTP Payload type=ITU-T G.711 PCMU, SSRC=3572940711, Seq=5806, Time=4261195211
677 22.658073 192.168.1 Service Response Time » RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5447, Time=1803480
678 22.664830 69.59.249 RTP Payload type=ITU-T G.711 PCMU, SSRC=3572940711, Seq=5807, Time=426119371
679 22.677602 152.168.1 ANSI > RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5448, Time=1803640
680 22.687375  69.59.249 g Fax 138 Analysis... RTP  Payload Type=ITU-T G.71l PCMU, SSRC=3572040711, Seq=5808, Time=426119531
681 22.698165 192.168.1 RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5449, Time=1803800
682 22.705890  69.50.249 &M ¥ RTP  Payload type=ITU-T G.71ll PCMU, SSRC=3572040711, Seq=5809, Time=426119691
683 22.717654 152.168.1 & H.225.. RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5450, Time=1803960
684 22.724975 69.59.249 MTP3 » RTP Payload type=ITU-T G.711 PCMU, SSRC=3572940711, Seq=5810, Time=426119851
685 22.738143 192.168.1 p N RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5451, Time=1804120
686 22.757690 192.168.1 RA RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5452, Time=1804280
687 22.778199 1952.168.1 scTe ¥ RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5453, Time=1804440
688 22.797719 192.168.1 @ sIp... RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5454, Time=1804600
689 22.818187 192.168.1 pm g | RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5455, Time=1804760
690 22.837757 192.168.1 RTP Payload type=ITU-T G.711 PCMU, SSRC=2141666023, Seq=5456, Time=1804920
AN I RO TN 1aC 1 a WAP-WSP... ! nTr AT AR S anASTTH T~ 2T Aesar CEnmITAT GAANTY Cre—_EART TAmAT CAEACAH Y
® Frame 1 (326 hytes on wire
# Ethernet II, Src: Cisco-Li. BOOTP-DHCP:. 2h:27), Dst: 01:00:5e:7f:ff:fa (01:00:5e:7f:ff:fa)
© Thtarnatr Dratracal  Cres 10 Destinations. .. I Re+s 920 IEE IEE IEA £320 IEE IEL IEAN
User Datagram Protocol, Sr Flow Graph. .. it Port: 1900 (15000
Hypertext Transfer Protoco HTTP '
IP address...
ISUP Messages. ..
Multicast Streams
OMC-RPC Programs
Packet Length. ..
Port Type...
0000 01 00 5e 7f Tf fa 00 18 T8 dd 20 27 08 00 45 00 Acaaa. .+ ..E
0010 0l 38 1 86 00 00 01 11 15 8b <0 a8 01 01 ef fF P T
oozo ff fa 04 09 07 6c 01 24 fc 83 4e 4f 54 49 46 59 ..... 1.% .. MOTIFY
0030 20 2a 20 48 54 54 50 2f 31 2e 31 0d 0a 48 4f 53 ¥ HTTP/ 1.1..HOS
0040 54 3a 20 32 33 39 2e 32 35 35 Ze 32 35 35 Ze 32 T: 239.2 55.255.2
0050 35 30 3a 31 39 30 30 0d 0Oa 43 41 43 48 45 2d 43 50:1900. .CACHE-C
0050 4F 42 54 52 4F 4c 3a 20 6d 61 F8 2d &1 &7 85 20 ONTROL: max-age
0070 3d 20 31 32 36 0d 0a 4c 4f 43 41 54 49 4f 4e 3a = 126..L OCATION: -
0080 20 68 F4 74 F0 3a 2f 2f 31 39 32 2e 31 36 38 Ze http:// 192,168,
0090 31 2e 31 3a 32 38 36 39 2f 49 47 61 74 65 77 6l 1.1:2869 fIGatewa
00ad 79 44 65 76 69 63 65 44 65 73 63 44 6fF 63 0d 0a yheviceDd eschoc..
00b0  4e 54 3a 20 73 FO 6e 70 3a 72 6f af 74 64 63 746 MT: upnp :rootdev
00c0 69 63 65 O0d 0a 4e 54 53 3a 20 73 F3 64 F0 3a 61 ice..NTS : ssdp:a b

File: "C:iDOCUME~1'\PETER T~ 11LOCALS~11Temp|ethersigad4364" 152 KB 00:00:25

P: 731 D¢ 731 M: O Drops: 0



NETAS

Wireshark ile Eavesdropping (2/4)

"4’ Wireshark: VoIP Calls

Detected 1 VoIP Call. Selected 1 Call.

Page 41

B9(=1e

Start Time - Stop Time  Initial Speaker | From To Protocol  Packets  State

Selected Call: From sip:17328894442@sphone.vopr.vonage.net To sip:7328350102@
Total: Calls: 1 Start packets: 0 Completed calls: 1 Rejected calls: 1

Comments

192,168.1.102  sip:l asphone, sip: 7R @sphone. SIP 10 COMPLETED

Prepare Filter Graph Player

Close
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Wireshark ile Eavesdropping (3/4)

'i! Wireshark: RTP Player

Jitker buffer [ms] : Flan Fause Stop

iDecnde the RTP skreamis) i
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Wireshark ile Eavesdropping (4/4)

“i! Wireshark: RTP Player

. . WL
’-.-. o — [';}I
T T T
20 21 22
[] Fram 173:12786 ko 192, 168.1,102:45200 Duration:3.34  Drop by Jitker Buff:0(0,.0%:)  Out of Seq: 070.0%:)
b
T
T T T
20 21 22
From 192.16.1.102:45200 ko 173:12786 Durakion:3.90 Drop by Jitber Buff:0f0.0%:) Out of Seq: O(0.0%:);

Jitker buffer [ms] |50 e Decode | | Play |

|F‘Ia~,.f the RTP channel(s) |
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Sonug
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NETAS

Cain & Abel ile Eavesdropping

* Network sniffer’i aktif et

«  MITM saldirisi yapmak icin ARP spoofing kullan ve SIP/RTP trafigi capture et.

! File Miew Configure Tools Help

B |(+y REIAEMBPrE~a0%88582 @2 i
ﬁ Protected Storage I@ Metwiark, Iﬂ'ﬂ Sniffer Iiﬁ LS4 Secrets I@‘ﬂ Cracker Iﬁ Tracerouke IM CCou I[(i'f] Wireless |

Started

05/11/2005 - 21:27:35 111)2005 - 21:28:42

| RTP-20051 1 060228596 1 7w S1oRCEE bvtee

Remaove Al




VoIP Guvenlik Araclari — Eavesdropping (1/3)

*  Wireshark — Formerly Ethereal, the premier multi-platform network traffic
analyzer. http://www.wireshark.org

« Authtool — Tool that attempts to determine the password of a user by analyzing
SIP traffic. hitp://hackingvoip.com/sec_tools.html

« Cain & Abel — Multi purpose tool with the capability to reconstruct RTP media
calls. http://www.oxid.it/cain.html

* Etherpeek-VX — VolIP Sniffer.
http://www.wildpackets.com/products/erherpeek/overview

* http://www.voipsa.org/Resources/tools.php



http://www.wireshark.org/
http://hackingvoip.com/sec_tools.html
http://www.oxid.it/cain.html
http://www.wildpackets.com/products/erherpeek/overview
http://www.voipsa.org/Resources/tools.php
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VoIP Guvenlik Araclari — Eavesdropping (2/3)

* Oreka — Oreka is a modular and cross-platform system for recording and retrival
of audio streams. hiip://oreka.sourceforge.net

« PSIPDump — psipdump is a tool for dumping SIP sessions (+RTP traffic, if
available) from pcap to disk in a fashin similar to “tcpdump —w”.
http://sourceforge.net/projects/psipdump

« SlIPomatic — SIP listener that’s part of LinPhone.
http://www.linphone.org/?lang=usé&rubrigue=1

* VoiPong — VoiPong is a utility which detects all VoIP calls on a pipeline, and for
those which are G711 encoded, dumps actual conversation to seperate wave
files. It supports SIP, H.323, Cisco’s Skinny Client Protocol, RTP and RTCP.
http://www.enderunix.org/voipong/index.php

“



http://oreka.sourceforge.net/
http://sourceforge.net/projects/psipdump
http://www.linphone.org/?lang=us&rubrique=1
http://www.enderunix.org/voipong/index.php

VoIP Guvenlik Araclari — Eavesdropping (3/3)

* VoiPong ISO Bootable — Bootable “Live CD” disc version of VoiPong.
http://www.enderunix.org/voipong/manual/usage-livecd.html

* VOMIT — The VOMIT utility converts a Cisco IP Phone conversation into a wave
file that can be played with ordinary sound players. hitp://vomit.xtdnet.n!

* NetDude — A framework for inspection, analysis and manipulation of tcpdump
trace files. http://netdude.sourceforge.net



http://www.enderunix.org/voipong/manual/usage-livecd.html
http://www.enderunix.org/voipong/manual/usage-livecd.html
http://www.enderunix.org/voipong/manual/usage-livecd.html
http://vomit.xtdnet.nl/
http://netdude.sourceforge.net/
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VoIP Guvenlik Araclari — Scanning ve Enumeration (1/3)

«  EnumlAX- An IAX2 (Asterisk) login enumerator using REGREQ messages.
http://sourceforge.net/projects/enumiax/

* IWar- IAX2 protocol Wardialer. http://www.softwink.com/iwar/

* SIP Forum Test Framework (SFTF)- The SIP Forum Test Framework (SFTF) was
created to allow SIP device vendors to test their devices for common errors.
https://www.sipfoundry.org/sftf



http://sourceforge.net/projects/enumiax/
http://netdude.sourceforge.net/
http://netdude.sourceforge.net/
http://www.softwink.com/iwar/
http://sourceforge.net/projects/enumiax/
https://www.sipfoundry.org/sftf
http://www.softwink.com/iwar/
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VoIP Guvenlik Araclari — Scanning ve Enumeration (2/3)

* S|P-Scan- A fast SIP network scanner. http://skora.net/voip/voip.hitm|

« SlPcrack- SIPcrack is a SIP protocol login cracker. It contains 2 programs,
SIPdumpto sniff SIP logins over the network and SIPcrack to bruteforcethe
passwords of the sniffed login. hitp://remote-exploit.org/index.php/Sipcrack

« SIPSCAN- SIPSCAN is a SIP username enumerator that uses INVITE,
REGISTER, and OPTIONS methods. http://www.hackingvoip.com/sec tools.html

*  SIVUS- A SIP Vulnerability Scanner. http://www.vopsecurity.org/html/tools.html



http://skora.net/voip/voip.html
https://www.sipfoundry.org/sftf
https://www.sipfoundry.org/sftf
http://remote-exploit.org/index.php/Sipcrack
http://remote-exploit.org/index.php/Sipcrack
http://remote-exploit.org/index.php/Sipcrack
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://www.vopsecurity.org/html/tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
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VoIP Guvenlik Araclari — Scanning ve Enumeration (3/3)

« SMAP- SIP Stack Fingerprinting Scanner.
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html

*  VLANping- VLANPIngis a network pinging utility that can work with a VLAN tag.
http://www.hackingvoip.com/sec_tools.html|

* VolPAudit- VoIP specific scanning and vulnerability scanner.
http://www.voipshield.com



http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.voipshield.com/
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
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Packet Generation / Flooding (1/2)

* SiVUS — www.vopsecurity.orq

* |AXFlooder- A packet flooder that creates IAX packets.
http://www.hackingvoip.com/sec_tools.html

* INVITE Flooder- Send a flurry of SIP INVITE messages to a phone or proxy.

«  Kphone- DDOS-Using KPhonefor flooding attacks with spoofed SIP packets.
http://skora.net/voip/voip.html

 RTP Flooder - Creates "well formed" RTP Packets that can flood a phone or
proxy. http://www.hackingvoip.com/sec_tools.html

« Scapy - Scapy is a powerful interactive packet manipulation program. It can easily
handle most classical tasks like scanning, tracerouting, probing, unit tests, attacks
or network discovery. http://www.hackingvoip.com/sec_tools.html



http://www.vopsecurity.org/
http://www.wormulon.net/index.php?/archives/1159-smap-0.4.1-released.html
http://www.hackingvoip.com/sec_tools.html
http://www.vopsecurity.org/
http://www.vopsecurity.org/
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
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Packet Generation / Flooding (2/2)

« Seagull - A multi-protocol traffic generator especially targeted towards IMS.
http://qull.sourceforge.net/doc/sip.html

- SIPBomber - SIPBomber is sip-protocol testing tool for Linux.
http://www.metalinkltd.com/downloads.php

* SIPNess - SIPnessMessenger is a SIP testing tool which is used for testing SIP
applications. http://www.ortena.com/files/Messenger.zip

« SIPp - SIPp is a free Open Source test tool / traffic generator for the SIP protocol.
http://sipp.sourceforge.net

» SlIPsak - SIP swissarmy knife. hitp://sipsak.org



http://gull.sourceforge.net/doc/sip.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.metalinkltd.com/downloads.php
http://gull.sourceforge.net/doc/sip.html
http://gull.sourceforge.net/doc/sip.html
http://www.ortena.com/files/Messenger.zip
http://www.metalinkltd.com/downloads.php
http://www.metalinkltd.com/downloads.php
http://sipp.sourceforge.net/
http://www.ortena.com/files/Messenger.zip
http://www.ortena.com/files/Messenger.zip
http://sipsak.org/
http://sipp.sourceforge.net/
http://sipp.sourceforge.net/

Fuzzing Araclan (1/3)

* SiVUS — www.vopsecurity.orq

« Asteroid - This is a set of malformed SIP methods (INVITE, CANCEL, BYE, etc.)
that can be crafted to send to any phone or proxy.
http://www.infiltrated.net/asteroid/

« Codenomicon VolP Fuzzers - Commercial versions of the free PROTOS toolset.
http://www.codenomicon.com/products/telecommunications/

« Spirent ThreatEx - A commercial protocol fuzzerand ribustnesstester.
http://www.spirentcom.com/general/docview.cfm?D=4663



http://www.vopsecurity.org/
http://sipsak.org/
http://www.infiltrated.net/asteroid/
http://www.vopsecurity.org/
http://www.vopsecurity.org/
http://www.codenomicon.com/products/telecommunications/
http://www.infiltrated.net/asteroid/
http://www.infiltrated.net/asteroid/
http://www.spirentcom.com/general/docview.cfm?D=4663
http://www.codenomicon.com/products/telecommunications/
http://www.codenomicon.com/products/telecommunications/
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Fuzzing Araclar (2/3)

* Fuzzy Packet - Fuzzy packet is a tool to manipulate messages through the
Injection, capturing, receiving or sending of packets generated over a network.
Can fuzz RTP and includes built-in ARP poisoner.
http://libresource.inria.fr/projects/\VolP_Security/fuzzypacket

*  Mu Security VolP FuzzingPlatform - Fuzzingplatform handling SIP, H.323 and
MGCP protocols.
http://www.musecurity.com/products/protocol_usecase.html#voip

» SIP-Proxy - Acts as a proxy between a VolP UserAgentand a VolP PBX.
Exchanged SIP messages pass through the application and can be recorded,
manipulated, or fuzzed. http://sourceforge.net/projects/sipproxy



http://libresource.inria.fr/projects/VoIP_Security/fuzzypacket
http://www.spirentcom.com/general/docview.cfm?D=4663
http://www.spirentcom.com/general/docview.cfm?D=4663
http://www.musecurity.com/products/protocol_usecase.html
http://libresource.inria.fr/projects/VoIP_Security/fuzzypacket
http://libresource.inria.fr/projects/VoIP_Security/fuzzypacket
http://sourceforge.net/projects/sipproxy
http://www.musecurity.com/products/protocol_usecase.html
http://www.musecurity.com/products/protocol_usecase.html

Fuzzing Araclan (3/3)

*  Ohrwurm - Ohrwurm is a small and simple RTP fuzzer.
http://mazzo0.de/blog/2006/08/25#0hrwurm

« PROTOS H.323 Fuzzer - A java tool that sends a set of malformed H.323
messages designed by the University of OULU in Finland.
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html#down
load

« PROTQOS SIP Fuzzer - A java tool that sends a set of malformed SIP messages
designed by the University of OULU in Finland.
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/



http://mazzoo.de/blog/2006/08/25
http://sourceforge.net/projects/sipproxy
http://sourceforge.net/projects/sipproxy
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html
http://mazzoo.de/blog/2006/08/25
http://mazzoo.de/blog/2006/08/25
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/h2250v4/index.html

Signaling Manipulation Araclar (1/3)

* SiVUS — www.vopsecurity.orq

« BYE Teardown - This tool attempts to disconnect an active VolP conversation by
spoofing the SIP BYE message from the receiving party.
http://www.hackingvoip.com/sec_tools.html

« Check Sync Phone Rebooter - Transmits a special NOTIFY SIP message which
will reboot certain phones. http://www.hackingvoip.com/sec tools.html

* RedirectPoison - This tool works in a SIP signaling environment, to monitor for an
INVITE request and respond with a SIP redirectresponse, causing the issuing
system to direct a new INVITE to another location.
http://www.hackingvoip.com/sec_tools.html



http://www.vopsecurity.org/
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/
http://www.hackingvoip.com/sec_tools.html
http://www.vopsecurity.org/
http://www.vopsecurity.org/
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
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Signaling Manipulation Araclar (2/3)

* Registration Eraser - This tool will effectively cause a denial of service by sending
a spoofed SIP REGISTER message to convince the proxy that a phone/user is
unavailable. http://www.hackingvoip.com/sec tools.html

* Registration Hijacker - This tool tries to spoof SIP REGISTER messages in order
to cause all incoming calls to be rerouted to the attacker.
http://www.hackingvoip.com/sec_tools.html

« SIP-KIill - Sniff for SIP-INVITEsand tear down the call.
http://skora.net/voip/voip.html



http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
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Signaling Manipulation Araclar (3/3)

«  SIP-Proxy-Kill - Tears down a SIP-Session at the last proxy before the opposite
endpoint in the signaling path. http://skora.net/voip/voip.html

« SIP-RedirectRTP - Manipulate SDP headers so that RTP packets are redirected
to an RTP-proxy. hitp://skora.net/voip/voip.html

« SipRogue - A multifunctional SIP proxy that can be inserted between two talking
parties. http://www.hackingvoip.com/sec_tools.html

» Registration Adder - This tool attempts to bind another SIP address to the target,
effectively making a phone call ring in two places (the legitimate user's desk and
the attacker's). http://www.hackingvoip.com/sec_tools.html

“


http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
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Media Manipulation Araclari

 RTP InsertSound - This tool takes the contents of a .wav or tcpdumpformat file
and inserts the sound into an active conversation.
http://www.hackingvoip.com/sec tools.html

* RTP MixSound - This tool takes the contents of a .wav or tcpdumpformat file and
mixes the sound into an active conversation.
http://www.hackingvoip.com/sec tools.html

* RTPProxy - Wait for incoming RTP packets and send them to wanted (signaled
by a tiny protocol) destination. http://skora.net/voip/voip.htmi

 RAT (Robust Audio Tool) http://www.mice.cs.ucl.ac.uk/multimedia/software/rat/



http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://skora.net/voip/voip.html
http://www.hackingvoip.com/sec_tools.html
http://www.hackingvoip.com/sec_tools.html
http://www.mice.cs.ucl.ac.uk/multimedia/software/rat/
http://skora.net/voip/voip.html
http://skora.net/voip/voip.html
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Referanslar

* VoIPSA-VolP Security Alliance, www.voipsa.org
* The VoPSecurity Forum, www.vopsecurity.org
* NIST -

Security Considerations for VolP Systems
Voice over Internet Protocol (VolP), Security Technical Implementation Guide (DISA)

» http://www.ietf.org/html.charters/iptel-charter.html

« |P Telephony Tutorial, http://www.pt.com/tutorials/iptelephony/

» Signaling System 7 (SS7), http://www.iec.org/online/tutorials/ss7/topicl4.html
» SIP - http://www.cs.columbia.edu/sip/

* |P Telephonlywith SIP - www.iptel.ora/sip/

« SIP Tutorials

The Session Initiation Protocol (SIP)
http://www.cs.columbia.edu/~hgs/teaching/ais/slides/sip_long.pdf
SIP and the new network communications model
http://www.webtorials.com/main/resource/papers/nortel/paperl9.htm



http://www.voipsa.org/
http://www.vopsecurity.org/
http://www.ietf.org/html.charters/iptel-charter.html
http://www.ietf.org/html.charters/iptel-charter.html
http://www.ietf.org/html.charters/iptel-charter.html
http://www.pt.com/tutorials/iptelephony/
http://www.iec.org/online/tutorials/ss7/topic14.html
http://www.cs.columbia.edu/sip/
http://www.iptel.org/sip/
http://www.cs.columbia.edu/~hgs/teaching/ais/slides/sip_long.pdf
http://www.webtorials.com/main/resource/papers/nortel/paper19.htm
http://www.imtc.org/h323.htm
http://www.3gpp.org/

N ETA$ Page 62

Standardlar

- ITU
* Focus Group on Next Generation Networks (FGNGN ) - http://www.itu.int/ITU-T/ngn/fgngn/
« Open Communications Architecture Forum (OCAF) Focus Group http://www.itu.int/ITU-
T/ocaf/index.html

IETF

« Transport area - http://www.ietf.org/html.charters/wg-dir.ntml#Transport%20Area
« Security Area - http://www.ietf.org/html.charters/wg-dir.html#Security%20Area

ATIS - http://www.atis.org/0191/index.asp

« T1S1.1--Lawfully Authorized Electronic Surveillance
« T1S1.2--Security
Lawful Intercept

« 3GPP -TS 33.106and TS 33.107
- ETSIDTS 102v4.0.4



http://www.itu.int/ITU-T/ngn/fgngn/
http://www.itu.int/ITU-T/ngn/fgngn/
http://www.itu.int/ITU-T/ngn/fgngn/
http://www.itu.int/ITU-T/ocaf/index.html
http://www.itu.int/ITU-T/ocaf/index.html
http://www.itu.int/ITU-T/ocaf/index.html
http://www.ietf.org/html.charters/wg-dir.html
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http://www.ietf.org/html.charters/wg-dir.html
http://www.ietf.org/html.charters/wg-dir.html
http://www.ietf.org/html.charters/wg-dir.html
http://www.ietf.org/html.charters/wg-dir.html
http://www.atis.org/0191/index.asp
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