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!ƧŀƴŘŀΧ 

ÅTemel kavramlar 
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Å¢ǸǊƪƛȅŜ ǾŜ 5ǸƴȅŀΩŘŀƴ ƎǸƴŎŜƭ ǀǊƴŜƪƭŜǊƭŜ ǎƛōŜǊ 
tehdit analizleri 

ÅmƴŜǊƛƭŜǊΧ 



Bilgilendirme 



Soru 

Å{ƛōŜǊ ƎǸǾŜƴƭƛƪ ƪƻƴǳǎǳ ƎŜǊŜƐƛƴŘŜƴ ŦŀȊƭŀ ƳƤ 
ŀōŀǊǘƤƭƤȅƻǊ Κ ¸ƻƪǎŀ ƎŜǊŜƪǘƛƐƛ ƪŀŘŀǊ ŘŜƐŜǊ ǾŜǊƛƭ 
miyor mu. Neden? 



Temel Kavramlar 

Å{ƛōŜǊ ŘǸƴȅŀ 

ÅSiber ordu 

Å{ƛōŜǊ ǎŀǾŀǒ 

ÅSiber silah 

ÅSiber asker 

ÅSiber casusluk 

Å{ƛōŜǊ ΧΦ 



{ƛōŜǊ {ŀƭŘƤǊƤ {ŜōŜǇ ǾŜ !ƳŀœƭŀǊƤ 

Å¢ŜƳŜƭ ǎƛōŜǊ ǎŀƭŘƤǊƤ ǎŜōŜǇƭŜǊƛ 
ïSiyasi ve politik sebepler 

ïRekabet 

ï/ŀƴ ǎƤƪƤƴǘƤǎƤΗ 

ïaŜŘȅŀǘƛƪ ƻƭƳŀ ŘǸǊǘǸǎǸ 

Å!ƳŀœƭŀǊ 
ïTicari gelir 

ï5ǸǒǸƴŎŜ ǀȊƎǸǊόǎǸȊύƭǸƐǸ! 

ïΧ 

 



{ƛōŜǊ {ŀƭŘƤǊƤ 4ŜǒƛǘƭŜǊƛ 

Siber 
{ŀƭŘƤǊƤƭŀǊ 

DDoS Hacking 



¸Ŝƴƛ 5Ǹƴȅŀ 5ǸȊŜƴƛ ǾŜ {ƛōŜǊ DǸǾŜƴƭƛƪ 
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RSA 

 



RSA Detay 

 



Sertifika Otoriteleri 

ÅDiginotar ŜƪǊŀƴ ƎǀǊǸƴǘǸǎǸΧ 



SONY 



LULZSEC 

 

!ǊƪŀǎƤƴŘŀ ƪƛƳƭŜǊ 
var? 
Ticari bir 
operasyon mu 
politik bir 
operasyon mu? 
.ŀƐƤƳǎƤȊ 
ǀȊƎǸǊƭǸƪ 
ǎŀǾŀǒœƤƭŀǊƤΚ 



ANONYMOUS 



STUXNET & DUQU 

 



{ƛōŜǊ {ǳœƭŀǊ  ǾŜ ¦ȅǳǒǘǳǊǳŎǳ YŀœŀƪŎƤƭƤƐƤ 

ABARTI 
MI? 
D9w49Y 
aTΚ 



{ƛōŜǊ {ǳœƭŀǊŘŀƴ Tƭƪ TǎǘƛŦŀ 



{ƛōŜǊ {ƻȅƎǳƴΧ 

{ǳœ 
ǒŜōŜƪŜƭŜǊƛ 
siber 
ŘǸƴȅŀȅŀ 
ƳŜǊŀƪ  ƳƤ 
ǎŀƭƤȅƻǊΚ 
 



4ƛƴ Tǒ !ƪǎƛȅƻƴΧ 

4ƛƴ ǎƛōŜǊ ŘǸƴȅŀ ƛœƛƴ ƎŜǊœŜƪǘŜƴ ōƛǊ ǘŜƘƭƛƪŜ ƳƛΚ 



¢ǸǊƪƛȅŜΩŘŜ 5ǳǊǳƳΧ 

 



{ƛōŜǊ  ŀƴǘŀƧ 

 



¢ǸǊƪƛȅŜΩƴƛƴ YƛƳƭƛƪ IŀǊƛǘŀǎƤΦΦ 

 



мΦнллΦллл Yƛǒƛƴƛƴ Iŀǎǎŀǎ .ƛƭƎƛƭŜǊƛ 
Internette 

 



.ƛƭƎƛǎŀȅŀǊ TȊƭŜƳŜ IƛȊƳŜǘƛΧ 

 



{ƻǊǳȅǳ ¢ŜƪǊŀǊƭŀȅŀƭƤƳΧ 

Å{ƛōŜǊ ƎǸǾŜƴƭƛƪ ƎŜǊŜƐƛƴŘŜƴ ŦŀȊƭŀ ƳƤ ŀōŀǊǘƤƭƤȅƻǊΚ 



LƴǘŜǊƴŜǘ ǸȊŜǊƛƴŘŜƴ {ƛōŜǊ hǊŘǳ hƭǳǒǘǳǊƳŀ 

ÅMatematiksel bir hesapla: 

Å{ƛōŜǊ ƎǸǾŜƴƭƛƪΣ ƘŀŎƪƛƴƎ ƪƻƴǳƭŀǊƤƴŘŀ ƻǊǘŀ ǎŜǾƛȅŜ  
bilgi sahibi olan, ingilizce bilen 3-п ƪƛǒƛƭƛƪ ōƛǊ 
ƎǊǳōǳƴ ōƛǊ ƘŀŦǘŀ ƛœŜǊƛǎƛƴŘŜ ƛƴǘŜǊƴŜǘ ǸȊŜǊƛƴŘŜƴ 
ŜƭŜ ƎŜœƛǊŜōƛƭŜŎŜƐƛ ǎƛǎǘŜƳ ǎŀȅƤǎƤ рлΦлллΦ 

ÅbŀǎƤƭ ƳƤΚ 



ShodanHQ & Google 

 



DƻƻƎƭŜΩŘŀƴ IŀȊƤǊ {ƛǎǘŜƳ !ǊŀƳŀ 

 



Google:Jboss Worm 

 



Jboss Worm- !ƴǘƛǾƛǊǸǎ ¢ŀƴƤƴƳŀ 
Durumu 
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