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vl Kritik Altyapilar — Tarihce & Tanim
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Ekonominin ve devletin dizeni icin
gerekli olan fiziksel ve siber sistemler.

Kamu ve 0zel sektor tarafindan igletilen: CRITICAL
. iletisim SIeHen: FOUNDATIONS
* enery, PROTECTING AMERICA’S
e finans, INFRASTRUCTURES
e ulasim,

e Su sistemlert,
e acil durum servisleri.

The Report of the

Gecmiste kritik altyapilar fiziksel ve | s Comukien D
mantiksal olarak ayrikti. Bilgi

teknolojilerindeki gelismeler, kritik
altyapilarin otomasyonunu,
birbirilerine olan bagimliliklarini ve
lliskilerini glin gectikce artirmakta.

October 1997




Siber Altyapi ve Kritik Altyapilar
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Water Public Health  Telecommunications
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vl Kritik Altyapilar ve Bilgi Teknolojileri (BT) lli gkisi
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BT'yi kullanan kritik altyapilar:
e Ulasim
« Bankacilik ve finans
o Saglik ve acil durum servisleri
o Kritik kamu servisleri

Tamamen BT’den olu san kritik altyapilar:
e Telekomulnikasyon

SCADA ile kontrol edilen ve izlenen kritik altyapila  r:
o Kiritik Gretim tesisleri
* Enerjive su



Al Kritik Bilgi Altyapilar
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BT'yi kullanan kritik altyapilar

Tamamen BT 'den olu san kritik altyapilar

SCADA ile kontrol edilen ve izlenen kritik altyapilar

Kritik  bilgi  altyapilarini, fonksiyonelligini  yitirmesi
durumunda saglik hizmetlerine, toplumsal emniyet ve
guvenlige, vatandaslarin ekonomik refahina veya
hiktmetin/ekonominin verimli calismasina ciddi ydonde
tesir eden bilgi a glari ve sistemleridir.
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A SCADA: Supervisory Control and Data Acquisition
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Endustriyel sistemlerin izlenmesi ve kontrolu:
» Barajlar
« Sulama sistemleri
« Elektrik tretim ve dagitim sistemleri
« Petrol rafinerileri
« Gaz iletim sistemleri
. Fabrikalar




Al SCADA Mimarisi
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DOGALGAZ DAGITIM SEBEKESI iZLEME VE KONTROL SISTEMI

Merkezi ofisten gergek zamanh
izleme, analiz, raporlama

Merkzi ofisten gergek zamanh
yonetim

Yetkilendirilmis kullamicilar
dizustii bilgisayarlan

ile herhangi bir yerden
erigebilirler

SMS ile mesaj alim
SMS ile komut gonderimi

e

- é/’ N
xi ILETiSIM ALTYAPISI

KABLOSUZ: GPRS, RADIO-MODEM
KABLOLU: DIAL-UP, ADSL,
LEASED-LINE, SERI ILETiSiM

g E> Elektronik ekipman

Fiziksel kontrol ve
izleme ekipmani

Basming iletici  Gosterge HKapatma valfi  Kontrol valfi  Filtre s fletici
Dogalgaz basing élglim ve azaltimi cihazlan

www antemitd. com.tr
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SCADA: Dunt ve Bugunu
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SCADA — Meksika Korfezi Web Tarayicl Yonetim ArayizU
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INTERNET = Siber Uzay

Fiziksel olarak dagitik ...

Mantiksal olarak tek ...
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Dijital savasg cagi

Bir Ulkenin basta su ve elektrik
sebekesi olmak lzere Kritik altyapi
sistemini bilgisayar aglar uzerinden
vuran sanal saldirilarin ciddiyeti
artiyor. Hikimetler biyuk mali kayba
yol agan saldirilara karsi onlem ariyor.

Bir dlkenin basta su ve elekirik sebekesi

olmak Ozere kritik altyap sistemini

bilgisayar aglan Uzerinden vuran sanal

saldinlann ciddiyveti artiyor Hukumetler

e aa blyuk mali kayba yol acan saldinlara kars
e Gnlem aryor.

Siber savas. sanal saldin ve dijital

muharebe. .. Bunlar, Internet'in hizi
gelisimiyle birlikie son yillarda giderek daha fazia isittigimiz
kavramiar. Tammlamak gerekirse; ekonomik, politik veya askeri
amaclar icin bir tlkeye yonelik bilgi ve iletisim sistemler
dzerinden gerceklestirilen organize saldiniann tamamina siber
savas ad verilivor. Bu saldinlarda bir dlke acisindan son derece
kritik altyapi tesisleri hedef aindijindan hikimetler de bu
konuya artik daha fazla agirhk veriyor.

Givenlik uzmani Kevin Coleman, sanal saldin yontemlerini tatbik
etmeyen dlkenin kalmadidini belirtiyor. Coleman'a gére internet
agina bagl olmayan az sayidaki dlke disinda hemen bitin
dinyada bu yonteme basvuruluyor

“Sanal dinyada her an milyonlarca saldin dizenleniyor. Bir ay
icinde Cin'den dakikada 128 adet sanal saldin girisimi kaydedildi. Bu saldinlar, askeri
birimlerin disinda, kamu ve ozel sektore ait kuruluslan hedef aliyordu. Mali ve ekonomik
alanin disindaki saldinlan da hesaba katarsaniz karsiniza muazzam blyuklikte bir sorun
Clkiyor.”
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Gectigimiz ay sessiz sedasiz ve yontem olarak
benzersiz bir savas yasandi. Rusya, Estonya'ya
organize bir saldin diizenledi ve iilkkenin ticaret
ve kamu diizenini dize getirmeyi basardi

04/08/2007 (8758 defa ckundu)

1918 yihinda Alman ordulanna yenilen Rusya'dan
bagimsizligini ilan eden Estonya, ayni Almanya'nin
Rusya ile yaptigi gizli bir anlagmanin ardindan 1940

yiinda Rus askerlerinin iggaliyle baglayan sirecte Tanklar esliginde yeri gog0
Sovyet Sosyalist Cumhuriyetler Birligi'nin bir Gyesi ‘"":‘:::‘ ”L’It"“}’:r:':’-e
olmak zorunda kalmisti. 1989'da sarkilarla baglayan f;: artik E:;a";';"; :’a
kipirdanmanin ardindan 1991 yilinda sonunda Estonya var,

yeniden bagimsizligim kazandi. Ancak bu yeni siirecte
Rusya'nin Estonya tstindeki hakimiyet arzusunun sondigu de sdylenemez.
Bunun son éreklerinden biri de gectigimiz gunlerde internette yasandi.
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Nukleer Silah Tesisi Siber Silah Tesisi
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BAl Asimetrik Siber Tehdit — Elde Edilebilirlik
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Ucak maliyeti: 100.000.000 dolar
Kruz flzesi maliyeti: 1.000.000 dolar
Siber silah maliyeti: 10 — 50,000 dolar
Cost
/;h/
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¢ >SecurityFocus™ 19 August 2003

Slammer worm crashed Ohio nuke plant network

The Slammer worm penetrated a private computer network at Ohio’s Davis-

Besse nuclear power plant in January and disabled a safety monitoring system
for nearly five hours, despite a belief by plant personnel that the network was
protected by a firewall, SecurityFocus has learned.

The breach did not pose a safety

hazard. The troubled plant had been offline since February, 2002, when workers
discovered a 6-by-5-inch hole in the plant's reactor head. Moreover, the monitoring
system, called a Safety Parameter Display System, had a redundant analog backup that
was unaffected by the worm. But at least one expert says the case illustrates a growing
cybersecurity problem in the nuclear power industry, where interconnection between
plant and corporate networks 1s becoming more common, and is permitted by federal
safety regulations.

ZDNet Australia

L ""_"'._I'II'I.'ll Fmeans |'|. SINes

Aussie hacker gets two year sentence

A Queensland court has sentenced a local computer hacker to two years jail.

A Maroochydore District Court jury convicted Vitek Boden of hacking into the
computer-controlled sewerage system of the local council and deliberately releasing
raw sewerage into local creeks and parks.

He was sentenced for 12 moaonths for wilfully causing serious environmental harm,

and also received a two year sentence for several computer hacking and theft
charges.

The sentences will be served cancurrently. 31 October 2001

16
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fLos Anqgeles Times 13 August 2001
Power Grid Vulnerable to Hackers

For two weeks last spring, hackers wormed their way inside a computer system that plays a key role in moving
electrical power where it is needed around the state. The computers belong to the California Independent Service
Operator, an agency that oversees much of the state's electricity transmission grid—including the massive complex
of power plants and transmission lines.

CalSO patched the flaw that allowed hackers to roam through portions of its network before power supplies were
affected. But the episode sent shock waves throughout the energy industry.

17
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Stuxnet worm 'targeted high-value lranian

BIB|C

23 September 2010 Last updated at 10:46 GMT

assets’

By Jonathan Fildes
Technology reporter. BEC MNews

One of the most sophisticated pieces of
malware ever detected was probably
targeting "high value" infrastructure in
Iran, experts have told the BBC.

stuxnet's complexity suggests it could only have
been written by a "nation state”, some
researchers have claimed.

It is believed to be the first-known worm
designed to target real-world infrastructure such
as power stations, water plants and industrial
units.

- \ GETTY/IMAGES.

s

Some have speculated the intended target was Iran's
nuclear power plant

It was first detected in June and has been intensely studied ever since.



Stuxnet Worm Still Out of Control at [ran's |
Nuclear Sites, Experts Say

| __.com |
By Ed Barnes Fair & Balanced
Published December 09, 2010 | FoxiNews com

EXCLUSIVE: Iran's nuclear
program is still in chaos
despite its leaders' adamant
claim that they have contained
the computer worm that
attacked their facilities,
cybersecunty experts in the
United States and Europe say.

The American and European
experts say their security
websites, which deal with the
Aug 21: The first fuel is loaded into the reactor building at the Russian-built computer worm known as
Bushehr nuclear power plant in Iran. Stuxnet, continue to be

swamped with traffic from

Tehran and other places in the
Islamic Republic, an indication that the worm continues to infect the computers at Iran's two
nuclear sites.

Iran International Photo Agency, via AFP

The Stuxnet worm, named after initials found in its code, is the most sophisticated cyberweapon
ever created. Examination of the worm shows it was a cybermissile designed to penetrate
advanced security systems. It was equipped with a warhead that targeted and took over the
controls of the centrifuge systems at Iran’s uranium processing center in Natanz, and it had a
second warhead that targeted the massive turbine at the nuclear reactor in Bashenhr.

Stuxnet was designed to take over the control systems and evade detection, and it apparently
was very successful. Last week President Mahmoud Ahmadinejad, after months of denials,
admitted that the worm had penetrated Iran's nuclear sites, but he said it was detected and

19 controlled.




\all Simdiye Kadar Geli stirilmi § En Karma sik Siber Silah !
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e Sadece belli SCADA sistemlerini hedef alan bir
solucandir. (Siemens SCADA sistemi)

* Windows isletim sisteminin dort adet bilinmeyen
acikhgini kullanmistir.

o Kotucul yazilimlarin programlanmasinda yaygin
olarak kullaniimayan bir programlama dili
kullaniimistir.

« Guney Kore'deki iki adet firmaya ait sayisal
sertifikalarin gizli anahtarlari ile imzalanmistir.

e Siemens’in ilgili yazilimi yok ise kendisini etkisiz
hale getirmektedir.
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Kesif Ucagl: DUQU

Stuxnet ile ciddi benzerlikler tasiyor.

Kesif tarihi: 1 Eylal 2011

Bulasma sekli: e-posta oltalama

Stuxnet: zarar verir / Duqu: istihbarat toplar

Zero-day aciklik kullaniyor. (Uretici aciklamasi: 3 Kasim
2011)

Surdct dosyasi dijital sertifika ile imzall.

Kendisini kopyalamiyor. (C&C sunucusu bulastirir).
lletisim kuramazsa 1 ay sonra kendisini siler.
Anormal ag trafigi yaratmiyor.

En cok Iran’daki kuruluslar etkilenmis.
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The (CHRISTIAN SCIENCE

ONITOR

Exclusive: Iran hijacked US drone, says
Iranian engineer (Video)

In an exclusive interview, an engineer working to unlock the secrets of the captured RQ-170

Sentinel says they exploited a known vulnerability and tricked the US drone into landing in Iran.

By Scott Peterson, Staff writer, Payam Faramarzi®, Correspondent / December 15, 2011

This photo released on Thursday, Dec.
8. by the raman Revolotionary Guards,
claims to show US RG-170 Senbinel
drone which Tehran says its forces
downed last week, as the chief of the
aerospace division of fran's
Revoluticnary Guards, Gen. Amir Ali
Hajizadeh, right, listens to an
unidentified colonel, in an undisclosed
location within lran.

SepahnewsiaP

Enlarge

Amerikan Ke sif Ucaklari

Iran guided the
CIA's "lost"
stealth drone to
an intact
landing inside
hostile territory
by exploiting a
navigational
weakness long-
known to the
US military,
according to an
lranian
engineer now
working on the
captured
drone's
systems inside
Iran.
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Kritik Altyapilarimiz - 1

HABER
TURK

Atatiirk Havalimani'nda viriis
kabusu

Bllet ve bagaj |5|em|er| aksadi!

virdsl Atatlrk Havalimam Dig Hatlar Terminali'ndeki

- sistemler de etkiledi. Bilet ve bagaj islemlerinin yaplld@
8 SITA-CUTE sistemleri bozulunca islemler elle yapildi.

Bircok yolcunun bagajlan havalimaninda kaldi. TAV, virds nedeniyle sistermn

prablemi yagandidini dogruladi.

TUBITAK Ulusal Elektronik ve Kriptoloji Arastirma Enstitlisi (UEKAE) biinyesinde

faaliyet gasteren Tlrkive Bilgisayar Olaylan Midahale Ekibi (TR-BOME), hilgi
sistemlerinde hizla yayilan ].feni fir snlucam “acil” knduyla fildirdi.

e B

e mTUBITAK IN
uyardigr viris™
havaalanmmJg™,
_‘_Igiiitlt‘_di"-—i... e




«Milliyet

Batman Baraji sifrelendi

28.5.2003

Alman firmasi, parasini alamadigi gerekgesiyle
bilgisayarlan kilitledi

_Bilgisayarlann sifrelenerek kilitlenmesi nedeniyle Batman Barajinda enerji Uretimi yapilamadigini soyleyen Dsi
yetkilileri, bu nedenle Batman'in bazi ilgeleri ile Sirnak ve Cizre'ye kesintili olarak elektrik verebildiklerini

belirttiler. Barajin yeniden elektrik Gretimine baslamasi icin sifreyi cozmek Gzere Trkiye Elektromekanik Sanayi
uzmanlan da yogun calismalanni sirdGriyor. Uzmanlar bir yandan sifreyi cozmeye, bir yandan da Aiman
firmasi yetkililenne ulasmaya calisiyor. Batman Baraji Hidroelektrik Santralinin yapimini Gstlenen Aiman Noel
Slﬁceh 1 milyon dolar alacagini tahsil edemedii gerekgesiyle sirketin bilsayarlanm sifre ile kilitieyip, kenti terketti
Sifreleme nedeniyle santralin U¢ Gnitesinde de enerji Gretimi durdu.

24



Al Kritik Altyapilarimiz - 3
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¥Radikal

260 milyar dolarlik borsa bir kepge
darbesiyle coktii

Yol cahismasinda bir
kepce veri kablolarim
kopard.. Borsa idaresi
hasardan islem saati
yaklasirken haberdar
oldu. Taseron
tamircileri grevdeki
sendika durdurdu

29 Kasim 2007




Gonen HES gerek mimari gerekse ergonomik kullanim yoninden Turkiye' deki
santralle icinde en moderni olarak inga edilmis Bélgemizin ilk Hidroelektrik Santralidir. Yap
- Islet - Devret Modeli ile kurulup Gretime gegen ilk Hidroelektrik Santrali olan Gonen HES
manuel olarak kumanda edilebildigi gibi PLC sistemi ile yan otomatik olarak veya SCADA

sistemi_ile kontrol odasindan tam otomatik olarak v aktan (baska bir hirden

kumanda edilerek, bilgisayarla insansiz calstinlabilen ilk santral olma ozelligini de
tagimaktadir,

26



B4l En Zayf Halka
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* En gelismis guvenlik sistemlert:

— Sayisal imzalar

— Kriptografik onlemler

— Biometrik guvenlik

— Guvenlik duvarlari

— Saldiri engelleme sistemleri

— Erisim kontrol sistemleri

— Internet erisimine kapali ag ! o
 En zayif halka: Insan '

— USB bellekler !

27



HOVEMBER 20, 2005 4:10 PM P5T

;@; USB Bellekler USB devices spreading viruses cnet News
BILGEM -

by Eliner Mills

LUSB thumb drives are convenient, popular and often free—and theyre spreading viruses like sailors on shaore
leave.®

The US-CERT (Computer Emergency Response Team) issued a warning on Thursday that malicious code is
increasingly propagating via LUSB flash drive devices.

Meanwhile, the U.5. Department of Defense has tempaorarily banned the use of thumb drives, CDs, and other
removable storage devices because ofthe spread of the Agent.bzt virus, a variant of the SillyFDC warm,
according to Wired.

We've seen this before with portable external storage devices. Floppy disks were the culpritin the early 1990z,
followed by CDs. The fact that LUSB thumb drives are being used by 50 many people makes them an attractive
target for virus writers.

"The bad guys are intentionally developing new flavars of malware designed to propagate through USE devices”
IWE R E D I said Gunter Olimann, chief security strategist for IBM's 135 security division. "They are today's floppy drives.”

Under Worm Assault, Military Bans Disks, USB Drives

By Moah Shachtiman &l Movember 19, 2008 | 3:12 pm | Categories: Info War

/

The Defense Department's geeks are
spooked by a rapidly spreading worm
crawling across their networks. So
they've suspended the use of so-called
thumb drives, CDs, flash media cards,
and all other removable data storage
devices from their nets. to try to keep
the worm from multiplying any further.

The ban comes from the commander of
U.5. Strategic Command, according to
an internal Army e-mail. It applies to
both the secret SIPR and unclassified
HMIFR nets. The suspension, which
includes everything from external hard drives to "floppy disks." is supposed to take effect "immediately "
Similar notices went out to the other military services.




lllll

BILGEM

Karsi Onlemler - 1

 En kritik karsi onlem:
1. Kullanici bilinclendirmesi

(Kullanici = bilgisayar operatoru, sistem
yoneticisi, kurum yoneticisi = herkes)




BAl Karsi Onlemler - 2
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En Temel ve Oncelikli Dort Adim:
1

Ust seviye yirttmeden (Orn: Bagbakanlik)
destek ve katilim

Destekleyen mevzuatin hazirlanmasi ve
yururlige girmesi

Kritik altyapilarin korunmasi ile ilgili politika
belgesi hazirlanmasi

Calismalar icin yeterli seviyede butce
ayriimasi




BAl Karsi Onlemler - 3
BiLGEM

Kurumsal Yapilanma ve Igbirli §i:

— Kritik altyapilarla ilgili
calismalari koordine eden
merkezin kurulmasi

— HUkOmet birimleri ve kritik
altyapi isletmecileri (6zel,
kamu) arasinda iligkilerin
kurulmasi

— Ozel sektor ile igbirligi ve
koordinasyon

— Diger ulkeler ve uluslararasi
organizasyonlarla igbirligi
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BA Karsi Onlemler - 4
BiLGEM

Teknik Kar g1 Onlemler

— Gilncel kalma

 Acikliklarin yamalarinin yapiimasi

 Son teknoloji karsl 6nlemlerin
tedariki ve kurulmasi

— Guvenlik ve teknoloji tasarimi

 Gavenligin bir tasarim konusu
olmasi, sonradan ek yapiimamasi

. COTS urunlerin kullaniminin
kisitlanmasi

o Sertifikali yazilim ve donanim
kullanimi

e  Erisim kontrol sistemlerinin
kullanimi

— USB belleklerin kullaniminin
kisitlanmasi !

32
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Karsi Onlemler - 5

* Periyodik guvenlik testleri ve denetimleri

« Aktif siber guvenlik takimlari
— Siber istihbarat ve Onleyici faaliyetler
— Aktif bilgisayar olaylarina mudahele takimi

« Arastirma ve gelistirme faaliyetlerini
desteklenmesi




B A Gelecek ...
BiLGEM

« SCADA'ya yonelik siber ataklar devam edecek:

— Stuxnet sadece bir baslangicti (bildigimiz kadariyla)
— Duqu

HukUmetler tarafindan desteklenen siber ataklar

Kiralik siber uzmanlar

Gonulla siber gruplar (6rn: Anonymous hacker grubu)
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Al Tesekklrler & Sorulariniz?
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— TUBITA—

BILGEM

TUBITAK-BILGEM-UEKAE
Bilisim Sistemleri Guvenligi Bolumu

bilge @uekae.tubitak.gov.tr
0312427 73 66
www.bilgem.tubitak.gov.tr
www.bilgiguvenligi.gov.tr
www.bilgimikoruyorum.org.tr
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