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Yeni Nesil Silahlar ©

* Odayler ve komplike zararlh yazilimlar




Ajanda

 Hakkimizda

* SCADA hedefli ataklar

* Aciklar

* Sifir glin (Zero-day) Aciklar
* Exploitation

* Post-exploitation

Demo



Hakkimda

Bilgi GUvenligi Arastirmacisi @
Reversing , Vulnerability Research ve Exploiting ilgilisi
Uluslararasi “hacker” konferanslarinda konusmaci

Adobe, IBM, Microsoft, Novell, Facebook vb. bircok
urtinde zafiyet avcisi (bug hunter)




Nasil Basladi?

2010 6ncesine kadar guvenlik vakasi yoktu ?!
Temmuz 2010 — Milat : STUXNET Vakasi

Hackerlar ve glvenlikciler SCADA pastasinin tadina
vardi © :
- Internet’e acik binlerce SCADA Sistem

- Buggy Softwares
- Popdlerite

SONUC : Risk artisi 111



Internet’e acik yuzlerce SCADA

* Banner bilgisi ve tarama ile ulasmak..
+ Kisith (?) SHODAN ‘ dan birkac 6rnek :

* SCX SCADA:

* Banner bilgisi: “SCXWebServer”

* Shodan Sonuclari : 77



SCXWebServer SHODAN

/ :-f‘, SHODAN - Computer Sear 1' or -

C  © www.shodanhg.com/search?q="5C
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CoDeSys on SHODAN

* Banner bilgisi ve tarama ile ulasmak..
+ Kisith (?) SHODAN ‘ dan birkac 6rnek :

* CoDeSys SCADA: Bir cok scada yaziliminda
kullanilan bir platform

* Banner bilgisi: “ENIServer”
* Shodan Sonuclari : 195
- Sasirtict kurumlar ©



CoDeSys on SHODAN

/& SHODAN - Computer Searc ¢ | r

L C' | © www.shodanhg.com/search?q="ENIServer" A
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Results 1 - 10 of about 195 for "ENIServer”
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Ukraine 21
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Sweden 6
Celebrating 2
years of
Shodan
2.94.61.205 HTTE/1.0 403 Forbidden
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Details
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Cache-Control:no-cache no-store
Content-Length:0

ServerENIServer

HTTP/1.0 405 Forbidden
Cache-Control:ne-cachs no-store
Content-Length:0

Server ENIServer

HTTP/1.0 403 Forbidden
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Sasirtici Kurumlar

TeliaSonera — Dinyanin en buyuk GSM
sirketleri grubu

Vodafone Portekiz

46.189.227.68 HTTE/1.0 403 Forbidden
Cache-Control: no-cache no-store
Content-Length:
8.227.189.46.rev.vodafone. pt erver: ENIServer

Details

90.257.128.9% HTTE/1.0 403 Forbidden
Cache-Control-no-cache no-store
Content-Length:{
Server ENIServer

= Hindds

Details

host-90-237-123-
989 mobileonline.telia.com



7-T 1GSS SCADA Exploit

- 50 tlkede 28 BIN kurumda kullanilan SCADA
yazilimi

* Bugline (22 Aralik 2011) kadar Zero-day idi ©

* SignalSEC ve ICS-CERT ishirligi ile koordinasyon
ve yama sureci tamamlandi.


http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf
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http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf
http://www.us-cert.gov/control_systems/pdf/ICSA-11-355-01-7.pdf

7-T 1GSS

* OSLO Trafik Merkezi , Cek Cumhuriyeti
Dogalgaz Dagitimi, Kuala Lumpur Havalimani

R 11 1
=1 y= 1=
H i L
RWE GASNET |MECH REPUBLIC KUALA LUMPUR AIRPORT

Gas Distribution to 80% of the Cltlzens in ﬂ'le Czech IGSS integrates seueral systems including the Flight
" Rep. IGSS with 400,000 objects. Bead Cas @ Display System. | : @)

OSLO TRAFFIC CONTROL CENTER
The Largest Traffic Control Center in Hnmray Uses
IGSS. Handles 4 million passages daily. F




InduSoft SCADA Exploit

* Bir baska populer SCADA yazilimi
+ Zeroday — henliz yamanmadi

* SignalSEC paketinde mevcut

' Invalid Pointer Write (DoS)



CoDeSys SCADA WebServer

tarafindan ICS-CERT isbirligi ile yama
sdreci tamamlandi ve yayinlandi.

 Exploit-db ‘ de yazdigimiz érnek bir exploit
kodu mevcut.

* Stack tabanli bir hafiza tasmasi

- Uzaktan tetiklenebilir



CoDeSys Zafiyet Analizi

*Unsafe function : vsprintf

mou
mou
lea
mou
push
mov
push
call
add
test

jz

[ebp+wParam],
[ebp+var_3208], @
eax, [ebp+arg_u]

[ebp+var 314], eax N >

offset aFile B8 ; "File™ push offset as 5

ecx, [ebp+arg_#a] mov e [ebp+arg_A]
ecx ; char = push dx ; char =
_strstr call _strstr

esp, & ad esp, 2

P P ot ..-..-...., pPaAX

:2.1, [T Ft loc_48D2F4
push ffset aRequested “requested” —

mou E—fehp+arg—&}fﬂf

push ea ; char =

call 5tr5tr

add esp, 8

C
=

[ebp+var_314]

ec® ; va_list

edx, [ebp+arg_a]

edx ; char =
r_188]

eax
_vsprintf
esp, BCh

s char =

+yar_188]
[Ehp+uar 318], ecx




CoDeSys Zafiyet Analizi

HOD !
TEST E
1]

AOD E
LEA E

BINGO !!!

ASCII ™a requested ...

SHLWARTI. ¥

* Instruction Pointer’da direkt kontrol !



HACK LIKE MOVIES | ©

(Exploitation)
* SignalSEC Exploitleri ile SCADA Hacking

“Selling exploit is like selling a firearm. People
can use it to help protect themselves or to

hurt others. | sleep fine either way ©” - Alex
McGeorge



Post-Exploitation

* Trojan
- Keylogger

- Rootkit

* SCADA proje dosyalarinin enfekte edilip , PLC
cihazlarinin islevinin degistirilmesi vb.

* Emre Tinaztepe, Dogan Kurt gibi arkadaslarin
isi:)



Tesekkdrler..

twitter.com/celilunuver

blog.signalsec.com
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